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Recently data mining methods have gained importance in addressing network security
issues, including network intrusion detection — a challenging task in network security.
Intrusion detection systems aim to identify attacks with a high detection rate and a
low false alarm rate. Classification-based data mining models for intrusion detection are
often ineffective in dealing with dynamic changes in intrusion patterns and character-
istics. Consequently, unsupervised learning methods have been given a closer look for
network intrusion detection. We investigate multiple centroid-based unsupervised clus-
tering algorithms for intrusion detection, and propose a simple yet effective self-labeling
heuristic for detecting attack and normal clusters of network traffic audit data. The
clustering algorithms investigated include, k-means, Mixture-Of-Spherical Gaussians,
Self-Organizing Map, and Neural-Gas. The network traffic datasets provided by the
DARPA 1998 offline intrusion detection project are used in our empirical investigation,
which demonstrates the feasibility and promise of unsupervised learning methods for
network intrusion detection. In addition, a comparative analysis shows the advantage of
clustering-based methods over supervised classification techniques in identifying new or
unseen attack types.

Keywords: Network intrusion detection; clustering algorithms; classification techniques.

1. Introduction

Considerable attention has been given to data mining approaches for addressing
network security issues.! ® This is particularly due to the increasing dependence on
computer networks for personal, business, and government activities. An intrusion
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attack can result in several severity levels of incapacity, from loss of personal privacy
to an enormous loss of business capital. An intrusion is any use of the given network
that compromises its stability and/or security of information stored across the
network. Network intrusion detection models are used for detecting intrusions or
anomalous behavior.* ® There are generally two types of approaches taken toward
network intrusion detection: anomaly detection and misuse detection.

In misuse detection, each network traffic record is identified as either normal or
one of many intrusion types.” A classifier is then trained to discriminate one cate-
gory from the other, based on network traffic attributes. Lee et al.® proposed a data
mining framework for such a system. They used a series of data mining techniques,
such as frequent episodes and association rules, to help extract discriminative fea-
tures, which include various network traffic statistics. Obtaining correctly-labeled
data instances, however, is difficult and time intensive, especially for new attack
types and patterns. On the other hand, anomaly detection amounts to training
models for normal traffic behavior and then classifying as intrusions any network
behavior that significantly deviates from the known normal patterns.® Traditional
anomaly detection algorithms often require a set of purely normal traffic data from
which models can be trained to represent normal traffic patterns.

Clustering algorithms have recently gained attention!® 1'%
since they can help current intrusion detection systems in several respects. An
important advantage of using clustering or unsupervised learning to detect network
attacks is the ability to find new attacks not seen before. This implies that attack
types with unknown pattern signatures can be detected. A main objective of this
study is to demonstrate this advantage of unsupervised learning using a simple
(clustering-based attack detection) method. The proposed method is also shown
to improve (assist) traditional classification-based intrusion detection models that
often have difficulty in classifying new or unseen attacks correctly.

Clustering results can also assist the network security expert with labeling net-
work traffic records as normal or intrusive. The amount of available network traffic
audit data is usually large, making the expert-based labeling process of all records
very tedious, time-consuming, and expensive. Additionally, labeling a large number
of network traffic records can lead to errors being incorporated during the process.
Grouping similar data together eases the task of labeling by experts. Instead of
evaluating each data instance one by one, the expert can simultaneously label all
(tens or hundreds) data instances in a cluster by observing the common character-
istics of the cluster, with possibly very few mistakes, provided the clusters obtained
are relatively “pure”. A completely (100%) pure cluster is one that contains data
instances only from one category (normal or a specific attack type or category).
We investigate the performance of several clustering algorithms in terms of cluster

in related literature,

purity as well as other performance criteria.

Recent works on clustering-based intrusion detection focus on constructing a set
of clusters (based on unlabeled!!? or labeled!? training data) to classify (future)
test data instances. Such approaches do not completely exploit the advantages of
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clustering-based methods. In contrast, we advocate clustering the (future) test data
instances to be classified, and then use heuristics or existing labeled data to help
label the clustered instances.

Portnoy et al.'' presented a clustering method for detecting intrusions from
unlabeled data. Unlike traditional anomaly detection methods, they cluster data
instances that contain both normal behaviors and attacks, using a modified incre-
mental k-means algorithm. After clustering, each cluster is labeled (as normal or
attacks) based on the number of instances in the cluster. The heuristic is that very
small clusters tend to be attacks. The self-labeled clusters are then used to detect
attacks in a separate test dataset. Guan et al.'® worked on the same idea of detecting
intrusions but with a different clustering algorithm, namely an improved k-means
algorithm that addresses the selection of number of clusters and the elimination of
empty clusters.

Although unsupervised intrusion detection in general looks promising, we feel
the approach used by Portnoy et al.!' and Guan et al.'® has a few problems. First,
each cluster is self-labeled as attacks or normal, based purely on the number of
instances in it. This is not reliable since we have seen in our experiments many
relatively large attack clusters as well as small normal clusters. Secondly, the idea
of detecting intrusions in a new dataset using the self-labeled clusters of the train-
ing dataset seems misguided. We feel that the purpose of unsupervised intrusion
detection is to discover new attacks in a new dataset. It is more practical to run
clustering algorithms on the new dataset and identify attacks by self-labeling.

Ye and Li'2 proposed a supervised clustering technique that constructs clusters
from labeled training data and uses them to score the possibility of being attacks for
test data instances. Performance better than decision tree classification models was
reported. Lee et al.® emphasized the data-flow environment of network intrusion
detection, aiming at real-time feature extraction and classification from network
traffic data. We agree that an online, real-time, and adaptive intrusion detection
system is the ultimate goal, towards which our online clustering-based approaches
have provided a promising tool.

This paper extends our previous study'*!'® to demonstrate that our clustering-
based method can outperform and enhance the state-of-the-art support vector
machine algorithm in detecting unseen intrusion (attack) types. The primary con-
tributions of this paper are:

1. A comprehensive comparative study of multiple clustering algorithms for ana-
lyzing large intrusion detection datasets was conducted. We analyzed the
suitability of different clustering algorithms and empirically compared several
centroid-based algorithms — k-means,'® Mixture-Of-Spherical Gaussians,'” Self-
Organizing Map,'® and Neural-Gas,'® in terms of both clustering quality and
run-time efficiency. To our knowledge the different clustering algorithms (in the
paper) have not been presented in a relative comparative study for the network
intrusion detection problem. Such a study holds practical merit and will benefit
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future studies in this area, especially given the existence of many clustering
methods.

2. A simple and effective self-labeling heuristic is proposed to detect and label
attack clusters. The detection performance is evaluated by detection accuracies
and ROC (Receiver’s Operating Characteristics) curves for each of the afore-
mentioned clustering algorithms.

3. A set of empirical investigations are designed to show the main advantage of our
clustering-based intrusion detection method in identifying new attack instances.
Results also demonstrate that our method can be used to help classification
methods achieve better overall intrusion detection accuracies. More specifically,
useful intrusion detection performance are obtained using clustering for classifi-
cation of network traffic data.

This paper is structured as follows. The clustering algorithms investigated in this
paper are introduced in the next section. We then present the proposed heuristic
for self-labeling of clusters, followed by a description of the intrusion detection
dataset and empirical settings, and a discussion of our empirical results. Finally,
we present concluding remarks and some suggestions for future work. Some key
abbreviations/notations used in this paper are summarized in Table 1.

2. Clustering Techniques

Clustering techniques can generally be divided into two categories: pairwise cluster-
ing and central clustering. Pairwise clustering algorithms are based on the pairwise

Table 1. Key notations.

Notation Description

adr attack detection rate

avg-pur average purity metric of cluster

dos denial of service attack type

EM expectation-maximization algorithm

for false positive rate

kmo online k-means clustering algorithm

MOSG mixture-of-spherical gaussian clustering algorithm
mse mean squared error metric

N number of instances in dataset

Neural-Gas  online Neural-Gas clustering algorithm

probe reconnaissance attack type

r2l remote-to-local attack type

ROC Receiver’s Operating Characteristic curve
SOM self-organizing maps clustering algorithm

SVM support vector machine classification algorithm
ulr user-to-root attack type

T; the ¢th data vector

Yk the kth cluster

n percentage of normal instances

Lk centroid of the kth cluster
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proximity affinities between the instances of a dataset. As pairwise distances need
to be computed for all pairs in the dataset, such algorithms are based on efficient
Eigen vector calculations and implement a combinatorial optimization method for
data grouping based on proximity data.?? Graphical clustering and spectral cluster-
ing methods fall into this category.2"?2 The computational complexity of pairwise
clustering increases quickly with the number of instances, i.e., dataset size.

Central or centroid-based clustering refers to algorithms such as k-means where
a cluster is defined by its centroid values for the different attributes. The cluster
centroid is a model for a given cluster, and hence; such clustering methods are also
known as model-based clustering. Data points are clustered based on closest dis-
tance to the centroids of the different clusters. Such clustering algorithms generally
need an initialization parameter where the initial value of the centroid is speci-
fied. Central clustering algorithms are often more efficient than pairwise clustering
algorithms.?® Regular k-means 6 and EM (Expectation Maximization) clustering
algorithms 17 fall into this category.

We choose centroid-based clustering over pairwise-based clustering due to the
large size of the network traffic audit dataset. This was decided after initial studies
on a variety of methods, including the CLUTO toolkit,?? which is based on graph
partitioning techniques for clustering. Preliminary experiments using CLUTO show
that it takes several hours to cluster about 110K network traffic instances and the
algorithm generated 500 ~ 700 clusters due to required (for efficiency) sparsity for
the constructed graph.® We could not efficiently get a desired (for comprehensibil-
ity) number of clusters, e.g., 100 or 200 as set by users.

Pairwise-based algorithms usually have a complexity of at least O(N?) (for
computing the data-pairwise proximity measures), where N is the number of data
instances. In contrast, centroid-based algorithms are more scalable, with a com-
plexity of O(NKM), where K is the number of clusters and M the number of
batch iterations. In addition, all centroid-based clustering techniques have an online
version which can be suitably used for adaptive attack detection in a data-flow
environment.® An online version, compared to batch version, generally refers to
how the centroid values are updated — either after each data point cluster assign-
ment or after cluster assignments for a group of data points.

2.1. K-means

The widely used standard k-means algorithm'6 can be found in many other papers
and its details are omitted here. It minimizes the mean-squared error (mse) objec-
tive function

1
n

2See the CLUTO toolkit manual for more details.



174 S. Zhong, T. M. Khoshgoftaar €& N. Seliya

Algorithm: online k-means (kmo)
Input: A set of N data vectors X = {z1,...,zx} in R? and number of clusters K.
Output: A partition of the data vectors given by the cluster identity vector
Y ={y1,...,yn}, yn €{1,...,K}.
Steps:
1. Initialization: initialize the cluster centroid vectors {u1,..., uK};
2. Loop for M iterations
For each data vector zy, set yn, = arg mkin lzn — pil|? , and update the centroid
Hyr as
i = py, — % =y, +E(@n — py,) s

where £ is a learning rate usually set to be a small positive number (e.g., 0.05).
The number can also gradually decrease in the learning process.

Fig. 1. Online k-means algorithm.

where y,, = argming, ||z, — ugl|? is the cluster identity of data vector z,, and p,,
is the centroid of cluster y,. Unless specified otherwise, || - || represents Ly norm.
The popularity of the k-means algorithm is largely due to its simplicity, low time
complexity, and fast convergence. Since batch k-means has been described in many
papers,?* here we instead present an online k-means algorithm in Fig. 1. Both are
studied in Sec. 4.3, and they are named batch k-means and kmo, respectively.

2.2. Mizture- Of-Spherical Gaussians (MOSG)

The MOSG clustering using the EM algorithm?® is shown in Fig. 2. It is a special
case of Mixture-Of-Gaussians clustering, with an identity covariance matrix used
for the Gaussian distribution of a cluster. Using an identity covariance matrix makes
the algorithm more scalable to higher data dimensionality. A detailed derivation of
the parameter estimation for the Mixture-Of-Gaussians and an excellent tutorial
on the EM algorithm can be found in Blimes.?6 The MOSG algorithm is a “soft”
clustering technique because each data vector is fractionally assigned to multiple
clusters. In contrast, the data assignment in the k-means algorithm is considered
“hard” (i.e., each data vector is assigned to only one cluster).

2.3. Self-Organizing Map (SOM)

Self-organizing map'® is a competitive learning technique that can extract struc-
tural information from data and provide low-dimensional (1, 2, or 3-D) visualization
through a topological map. Each cluster has a fixed coordinate in the topologi-
cal map.



Clustering-Based Network Intrusion Detection 175

Algorithm: Mixture-Of-Spherical Gaussians clustering

Input: A set of N data vectors X = {x1,...,zx}, model structure
A= {pg, o, ap}r=1,. K, where u’s and o’s are the parameters for Gaussian
models and a’s are prior parameters that are subject to o, > 0,Vk and
Zk ap = 1.

Output: Trained model parameters A that maximizes the data likelihood
P(X|A) =1L, >k axp(zn|Ag) , and a partition of the data vectors given by the
cluster identity vector Y = {y1,...,yn}, yn € {1,..., K}.

Steps:
1. Initialization: initialize the model parameters A;
2. E-step: the posterior probability of model k, given a data vector xn and current
model parameters A, is estimated as
opp(@n|Ak)
klen, ) = =———F——,
D S ERPY
where the pdf p(x|\) is given by
1 2n — el
TnlAp) = ———exp| ————— |;
p( n| k‘) (\/ﬂo')d p < O_z
3. M-step: the maximum likelihood re-estimation of model parameters A is
given by
u(new) _ Zn P(k|xn7A)xn
b >on P(klzn,A)
J(new) _ 1 > on Pk|an, A)||zn — /%HQ
k d >, P(k|zn, A) ’
and
(new) Z k‘|.7)
n7 >
n
4. Stop if P(X|A) converges, otherwise go back to Step 2;
5.

For each data vector x, set y, = arg max (app(zn|Ag))-

Fig. 2. Mixture-Of-Spherical Gaussians clustering algorithm.

Let the map location of cluster k be ¢r; Ko(o1,02) = exp(—%) be a

neighborhood function; and y,, = argmin, ||z, — p,[|?>. The batch SOM algorithm
amounts to iterating between the following two steps:

Kao(dy, dy,)
Z K (¢Ua¢yn)

P(ylen) =
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and

%, Plyla)e
M POl
where « is a parameter controlling the width of the neighborhood function and
decreases gradually during the clustering process. Note that the o parameter has
the same functionality of a temperature parameter in an annealing process.
A unique feature of SOM is that the calculation of P(y|x) is constrained by
a topological map structure, which gives SOM the advantage that all resulting
clusters are structurally related according to the user-specified topological map
(which is good for visualization). However, SOM is usually not as good as k-means
or Neural-Gas (discussed next) in terms of minimizing the mse function (1).

2.4. Neural-Gas

The (batch-version) Neural-Gas algorithm differs from the SOM clustering, only in
how P(y|z) is computed, i.e.,
efr(w:y)/ﬁ
P(y|1’) == —Zy/ e—T‘(Z‘,Z/)/B’

where (3 is an equivalent temperature parameter and r(z,y) is a rank function that
takes the value k — 1 if y is the kth closest cluster centroid to data vector z.

The original Neural-Gas algorithm!? was proposed as an online algorithm, in
which all cluster centroids are updated each time a data instance z, is given,
according to

Hy = by + fe_fj(mmy)/ﬁ(xn — fly)-

In the online learning process, both the learning rate £ and the temperature 3
gradually decrease, simulating an annealing procedure. It has been shown that the
online version can converge faster and find better local solutions than clustering
with SOM for certain problems.'?

3. Intrusion Detection with Clustering

In addition to cluster sizes, inter-cluster distances are used in our clustering-based
detection process. For the k-means, SOM, and Neural-Gas algorithms, the inter-
cluster distance is defined as the Euclidean distance between two cluster centroids.
For the MOSG algorithm, it is defined as the Mahalanobis distance between two
cluster centroids,?” calculated as D(y1,y2) = (0—12 + g_lg)H/“ — pall?.

We use a practical assumption about the intrusion data — the number of nor-
mal instances is much larger than that of attack instances. This is usually true in
' we do not make the strict hypothetical
requirement that the percentage of attacks has to be less than a certain threshold

(e.g., ~ 1.5%).

reality. However, unlike in Portnoy et a
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Based on the assumption that normal instances dominate attack instances, our
simple self-labeling heuristic for unsupervised intrusion detection consists of the
following steps:

e Find the largest cluster, i.e., the one with the most number of instances, and
label it normal. Assume its centroid is po.

e Sort the remaining clusters in ascending order of the distance from each cluster
centroid to po. Within a cluster, sort the data instances in the same way (i.e.,
ascending order of distance from each data instance to pg).

e Select the first Ny = nN instances, and label them as normal, where n is the
percentage of normal instances. The parameter 7 is the (given or estimated)
fraction of all data instances as normal ones. By varying ), we can get a series of
accuracy numbers can be used to draw ROC curves.

e Label all the other instances as attacks.

4. Empirical Investigation
4.1. Case study description

The network traffic audit data used in our case study comes from the data supplied
as part of the 1998 DARPA off-line intrusion detection project. The original dataset
of about 5 million records was collected from a controlled experiment in which a
real-life military network was intentionally subjected to various attacks at specified
time periods.

Each record, representing a connection between two network hosts according to
some well defined network protocol, is described by 41 attributes (38 continuous
or discrete numerical features and three categorical features) such as, duration of
connection, number of bytes transferred, number of failed logic attempts, etc. The
attributes are of three types®®: intrinsic, content-based, and traffic-based. A record
was labeled as either normal or one of four intrusion categories: denial of service
(dos), reconnaissance (probe), remote-to-local (r2l), and user-to-root (u2r). A 10%
sample consisting of about 500,000 records obtained from the UCI machine learning
data repository was used in our study.

The dos attack type accounted for about 80% of the data, and consisted mostly
of redundant Neptune and Smurf attacks. To reduce such a redundancy and the
computational complexity of the problem (i.e., a dataset with mostly dos instances),
the dataset was reduced to 109,910 records by randomly selecting only 1% of Nep-
tune and 1% of Smurf attack types from the dos category. This is possible since the
attack types of all instances in the dataset is known. For example, among 1000 Nep-
tune attack instances, any 10 are randomly selected. Similarly, among 1000 Smurf
attack instances, any 10 are randomly selected. This process is commonly adopted
by other researchers. The u2r type was almost negligible.

We are interested in anomaly detection via unsupervised clustering algorithms;
hence, all records labeled as attacks were considered as intrusion, while the
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remaining were considered as normal. All clustering algorithms were implemented
to cluster the network records without their intrusion/normal labels, thereby mak-
ing it an unsupervised approach for intrusion detection. Once the set of clusters
are formed we use a self-labeling heuristic to assign intrusion/normal labels to the
traffic records. The actual labels are not used during the clustering process, but are
only used for evaluating the detection performance of the algorithms.

The clustering algorithms used in our comparative study do not directly handle
categorical data. The 3 categorical features, i.e., protocol type, service type, and
connection flag, in the dataset were converted using the 1-of-N encoding scheme,
which expanded the categorical features into 67 dimensions based on the counts for
each categorical feature. Thus, the dataset used in our study consisted of 109,910
records, each having 105 feature dimensions. All feature dimensions were scaled to
be within [0, 1] to avoid potential scale problems.

It is worth mentioning here that feature construction (data preprocessing) is an

829 and involves tremendous efforts. However,

important step in intrusion detection
in this paper we simply use the same set of features that recent papers'!3? have

used, since our focus is on unsupervised intrusion detection algorithms.

4.2. Empirical setting

The k-means and Neural-Gas algorithms are written in C and compiled into mex
files which can be run from Matlab. We implemented the MOSG algorithm in
Matlab and used the SOM algorithm from the SOM Toolbox for Matlab provided
by the Helsinki University of Technology.” Note that the Matlab-coded MOSG and
SOM algorithms are relatively efficient due to vectorized programming and active
optimization. All experiments are run on a PC with a 3.06GHz Pentium-4 CPU
with 1GB DRAM and running Windows XP.

For the kmo algorithm, we use a learning rate that follows &,, =1.0(0.01/
1.0)¥# , where m is the online iteration number (from 0 to NM, N is the num-
ber of instances and M the number of batch iterations). For the online Neural-Gas
algorithm, the learning rate follows &,, = 0.5(0.005/0.5)%% , and the temperature
follows B, = Bo(Bf/Bo) ¥ , where By = K/2 (K is the number of clusters) and
By =0.01/M.

In order to study the effect of the total number of clusters on the intrusion
detection results, we performed empirical studies with 100 and 200 total number of
clusters. For clustering quality, we use the mean squared error (mse) objective (1)
and average purity (ave-pur). The purity of a cluster is defined as the percentage of
the most dominated instance category in the cluster, and average purity is the mean
over all clusters. Its value can range from 0 to 1, with higher values representing
better average purity. The run time of each algorithm is also recorded and compared.

b Available from http://www.cis.hut.fi/projects /somtoolbox/.
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Each experiment is run ten times and the averages and standard deviations of the
above measures are reported.

For evaluating intrusion detection results, we report false positive rate (fpr),
attack detection rate (adr), and overall accuracy. The false positive rate is the
percentage of normal instances that are labeled as attacks. The attack detection
rate represents the percentage of all attack instances that are detected, i.e., labeled
as attacks. The overall accuracy measures the percentage of all instances that are
correctly labeled. We also report ROC curves, by varying the parameter n used in
the detection method, to show the tradeoff between the false positive rate and the
detection rate.

In the next two sections, we present two sets of experiments, each designed to
demonstrate a different point. The first set is used to compare the algorithms pre-
sented in Sec. 2 whereas the second set is used to show the situations in which
clustering-based intrusion detection methods outperform classification-based tech-
niques (in terms of detection unseen attacks). We also show that clustering methods
can be employed to help the performance of classification-based intrusion detection
techniques.

4.3. Ezxperimental results — I

In this section, we compare the aforementioned clustering algorithms on the whole
data set (with 109,910 instances). Our results are promising based on a network traf-
fic audit dataset with approximately 110K-instances, of which around 11.5% were
attack instances. The proposed self-labeling heuristic (with n = 11.5%) achieved
an overall accuracy of 93.6%, a false positive rate of 3.6%, and a detection rate of
72%. Tt is logical that these numbers are not comparable to the accuracy that can
be achieved by a supervised classifier since unsupervised intrusion detection tries to
learn attacks without any labeled data. Detailed comparisons are presented below.

The mse, average purity, and run time results for the clustering algorithms with
100 clusters and 200 clusters, are shown in Tables 2 and 3, respectively. A standard
deviation of 0.0 in the table signifies a very small (< 0.001) number. The mse
results are not indicated for the MOSG algorithm, because it optimizes a different
objective (maximizing data likelihood as seen in Fig. 2).

The kmo and Neural-Gas algorithms perform significantly better (p < 5%) than
the others in terms of mse and average purity, but kmo achieves the same high

Table 2. Summary of clustering results with 100 clusters.

mse ave-pur time (seconds)
k-means 0.154+0.03 0.93 +£0.01 78.6 £ 14.6
kmo 0.06 0.0 0.964 + 0.0 249.7 +9.6
SOM 0.28 £ 0.0 0.932 +0.0 124.8 +1.3

Neural-Gas  0.05 £ 0.0 0.962 + 0.003 1481.9 + 204.5
MOSG 0.958 £ 0.006 366.7 £ 8.0
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Table 3. Summary of clustering results with 200 clusters.

mse ave-pur time (seconds)
k-means 0.11+0.01 0.932+0.01 155.1 £22.8
kmo 0.04 +0.0 0.977 £ 0.004 363.6 £ 19.0
SOM 0.14£0.0 0.956 + 0.0 1475 £ 1.7
Neural-Gas 0.03+£0.0 0.970 £0.003  2524.9 + 214.2
MOSG 0.963 + 0.003 923.5 £ 31.8

quality with much less run time. Comparing the results for 100 clusters and those
for 200 clusters, we observe that the k-means and Neural-Gas algorithms scale lin-
early with the number of clusters whereas the SOM algorithm does sub-linearly and
the MOSG algorithm super-linearly. Although the batch k-means and SOM algo-
rithms are computationally efficient, they do not generate coherent clusters like the
other algorithms, as indicated by mse and purity measures. The kmo algorithm
seems to be a desirable choice, with high clustering quality and relatively low time
complexity.

Since our aim is to detect network intrusion using clustering algorithms, we
now analyze the unsupervised intrusion detection accuracies. Using the simple self-
labeling heuristic presented in Sec. 3, we sort clusters according to their possibility of
being normal in decreasing order and arrange data instances in a cluster in the same
way. The possibility of being normal is measured by the distance to the centroid
of the largest cluster. ROC curves can be constructed by dividing the sorted data
instances into normal and intrusive categories at a series of cutting points.

Figures 3(a) and 3(b) show the ROC curves for the kmo, SOM, and Neural-
Gas algorithms, with 100 clusters and 200 clusters, respectively. The curve for
the batch k-means and MOSG algorithms are omitted for comprehensibility and
better visualization, particularly because they are visibly worse than the other
three algorithms. It can be seen that for 100 clusters, the SOM algorithm is the
worst and the k-means and Neural-Gas algorithms work equally well for most of
the false positive rates. In contrast, for 200 clusters, all three algorithms perform
comparably most of the time and the SOM algorithm clusters performs extremely
well at very low false positive rates, e.g., it can detect more than 50% attacks with
a false positive rate of almost 0. Overall, the kmo and Neural-Gas algorithms seem
to be the better ones and stable across different number of clusters.

We now discuss the accuracy results at one cutting point from the sorted list of
clusters. Suppose the approximate percentage of attack instances is known a priori
or from heuristics, we split the sorted cluster list at a point that generates the
desired percentage. In this paper, we group the clusters as normal or intrusive in
such a way that the number of data instances in attack clusters account for about
11.5% of the total population, reflecting the assumed distribution of the train-
ing data. We run each experiment 10 times and report the average and standard
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Fig. 3. ROC curves for kmo, SOM, and Neural-Gas, with (a) 100 clusters and (b) 200 clusters.

deviation for overall accuracy, false positive rate, and attack detection rate, in
Tables 4 and 5. The kmo and Neural-Gas algorithms again perform better than
others, generating low fpr values and high overall accuracies; the performance dif-
ference to other algorithms are significant (p < 5%) according to paired t-tests.
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Table 4. Detection accuracy results with 100 clusters.

accuracy(%) for(%) adr(%)
k-means 92.6 £0.7 4.7£0.7 72.1£2.7
kmo 93.7+£0.0 3.6 £0.0 72.7£0.0
SOM 92.4£0.0 5.0+ 0.0 72.2+0.0
Neural-Gas 93.5+0.1 3.7£0.1 72.0£0.1
MOSG 91.5+1.0 59+1.0 71.4+3.0

Table 5. Detection accuracy results with 200 clusters.

accuracy(%) for(%) adr(%)
k-means 93.1£0.3 42+0.3 72.8 £ 0.7
kmo 93.6 £0.0 3.6 0.0 72.1+0.0
SOM 93.1£0.0 4.34+0.0 72.9+0.0
Neural-Gas 93.6 £0.1 3.6+0.1 72.5+0.1
MOSG 92.7+£0.9 4.6+0.9 71.8+1.4

4.4. FExperimental results — IT

Now we present results to verify our hypothesis that clustering-based methods have
an edge over classification techniques in identifying new or unseen attack types. The
classification model to be compared is the state-of-the-art support vector machine
method. We used the svm-light software package available online.¢ Default settings
in the package are used.

We divided the 109,190 data instances into two parts — a training set and a test
set. The training set is formed by randomly picking half of all dos attack instances
and half of all normal instances. The rest goes into the test set. Therefore, the test
set contains new attack types (probe, r2l, and u2r) that are not seen in the training
set. The SVM algorithm is trained using the training set and then evaluated on
the test set. An ROC curve can be obtained since the SVM algorithm outputs
a continuous numerical score that indicates the probability of being normal (or
intrusive) and can be used to order data instances. The kmo algorithm (picked
according to our studies in the previous section) is applied directly to the test set.

In addition to the SVM and kmo-based intrusion detection algorithms, we also
compare a combined method, which orders data instances using both SVM and kmo
results. Here we only present a simple method and show the benefit of combining
classification and clustering for intrusion detection. More sophisticated combining
methods can be studied in our future work. The simple combining strategy works
like this: first we use the order in SVM results for those instances that are classified
as attacks; then we use the order in kmo results for the remaining instances. The
idea is to trust SVM for identifying seen attacks in the training data but kmo for
identifying unseen attacks.

Chttp://www.cs.cornell.edu/People/tj/svm_light/
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Figure 4 presents the ROC curves for the kmo, SVM, and combined methods.
It can be seen that, for very small fpr values, SVM delivers better detection rates,
but for fpr > 5%, kmo works better. The combined method always generates better
performance than both SVM and kmo methods.
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Fig. 4. (a) ROC curves for kmo (100 clusters), SVM, and the combined method; and (b) a
close-up look at low fpr area.
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Table 6. Detection accuracy results with 100 clusters using
k-means.

Detection accuracy (%)

dos probe r2l ulr overall

kmo 69.81 99.62  6.48  49.45  75.39
fpr=5% SVM 99.9  67.31 29.09 0 75.47
combined 75.76 99.61 22.24  49.45  79.80

kmo 69.81 99.92 9227 100 86.61
fpr =10% SVM 99.96  68.1 29.16 0 75.86
combined 75.76  99.93 92.53 100 89.08

To inspect the details of detection accuracies for individual attack types, we
present the results for two fixed fpr values (5% and 10%, respectively) in Table 6.
A quick glance at the table would suggest the overall accuracy measure does not
provide a good insight into relative performances (especially at fpr =10%) of the
clustering methods, and may lead to an erred conclusion that there is little signif-
icant difference in the relative performances. While this is reflective of the skewed
distribution of the dataset with respect to the five categories (dos, probe, r2l, u2r,
and normal), the classification accuracy results of the individual attack categories
is of more interest, e.g., for the dos attack category SVM is clearly better than kmo.

The kmo-based method detects more probe and u2r attacks. In fact, the SVM
method detects zero u2r attacks for the two given fpr levels, which indicates that
u2r attacks are quite different from dos attacks in the current representation. As
stated earlier, the SVM method always detects more dos attacks than the kmo-based
method due to its exposure to dos attacks in the training data. For r2[ type attacks,
SVM works better at fpr = 5% but kmo is better at fpr = 10%. The combined
method catches more other-than-dos attacks than SVM and produces higher overall
detection accuracies, demonstrating the potential of combining classification and
clustering for intrusion detection. There is also room for further improvements, as
indicated by the observation that the combined method still cannot compare with
SVM in detecting dos attacks.

5. Conclusion

The feasibility of unsupervised intrusion detection using multiple centroid-based
clustering algorithms is investigated in this study. Considering the dynamic nature
of network traffic intrusions, unsupervised intrusion detection is more appropriate
for anomaly detection than classification-based intrusion detection methods. Since
the attack labels are not used during unsupervised intrusion detection, changes in
the behavior and characteristics of network attacks can be accommodated with
relative ease.

An empirical study consisting of different clustering algorithms is performed
with a case study of network traffic data obtained from the DARPA 1998 offline
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intrusion detection project. A comparative analysis and evaluation of the clustering
algorithms yielded reasonable intrusion detection rates.

In addition, a simple yet effective self-labeling heuristic for labeling clusters
as normal or intrusive (anomalous) is proposed and evaluated. Comparisons with
classification-based intrusion detection methods on a completely new network traffic
dataset demonstrated the usefulness and feasibility of clustering-based methods in
both detecting new attack types and assisting classification techniques in achieving
better intrusion detection performance.

Promising clustering and detection results encourage us to proceed our future
work in several directions. A further detailed analysis of individual clusters can be
done by identifying the precise attack category associated with a cluster and the
discriminating features that are unique to a given cluster. In addition, feature selec-
tion/weighting for clustering will be investigated. This will eventually enhance our
understanding and detection of new attack categories. Sophisticated self-labeling
techniques, taking into consideration of additional network security domain knowl-
edge, can be developed to improve the performance of clustering-based intrusion
detection. Finally, incremental algorithms can be built by extending the competitive

31,32)

learning versions of k-means (e.g., according to , making them more suitable

for adaptive intrusion detection systems.
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